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OUTLINE
What is sensitive data?
Where can I store it?
Can I ever share it?
How can I protect privacy?
How do I collect it?
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WHAT IS SENSITIVE DATA?
Sensitive data are data that can be used to identify an
individual, species, object, or location that introduces
a risk of discrimination, harm, or unwanted attention.
Major, familiar categories of sensitive data are:
personal data
health and medical data
ecological data that may place vulnerable species at
risk
Source: ANDS
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DEIDENTIFIED ≠ UNIDENTIFIABLE
Deidentified? Arguably
Reidentifiable? Definitely!
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WHERE CAN I STORE IT?
Do not use:
A removable hard drive or thumbdrive
Dropbox
OneDrive
SharePoint
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WHERE CAN I STORE IT?
Preferred options:
Shared Drive (Isilon)
Intersect Space
CloudStor
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POST-PROJECT STORAGE
Keep research data for five years (minimum)
Archive data with Research Bank
Curate your data:
What is sensitive
What is openly accessible
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CAN I EVER SHARE IT?
Yes, provided you have consent, and take care
Share only anonymous results
Preferably share only aggregated results
Share using a secure platform like CloudStor
Never send sensitive data over email
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HOW CAN I PROTECT PRIVACY?
Separate identifying information from data
Keep identifying information very safe
Use password protection at a minimum, and
preferably, encryption
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HOW CAN I PROTECT PRIVACY?
Password protect the identifying information
Keep both files separate
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HOW DO I COLLECT IT?
Two supported options for electronic surveys at ACU:
Qualtrics
REDCap
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QUALTRICS
Site-license; Free to use for ACU staﬀ and students
Log in with your university credentials
Straightforward interface for designing and
distributing surveys
Ability to collect anonymous responses and send
reminders and thank yous
SaaS - Data stored in the US
Limited options to anonymise data
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"When responses are gathered with the Anonymous
Link, enabling this setting will remove the
respondents’ IP address and location data from your
results. When responses are gathered with the
Individual Link, enabling this setting will remove the IP
address and location data and disconnect the
response from the contact who provided it. In this way,
you can know which contacts have responded
(through your distribution history and contact history),
but not which response belongs to which contact."
Source: Qualtrics
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REDCAP
Open source application maintained by Vanderbilt
University
Built expressly for managing clinical trials
Very strict terms and conditions for licensees
HIPAA compliant
Self-hosted - Data stored on ACU data centres
Steep learning curve
Diﬀicult interface
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INFORMED CONSENT
Information Letter to Participants
Consent Form
Specifying:
how anonymity will be maintained
how confidentiality will be maintained
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SUMMARY
Even if data doesn't contain names and addresses, it
could still be identifiable
Use Network shares or CloudStor instead of
Dropbox, OneDrive or SharePoint
Sharing is possible, if you have consent, and are
careful
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SUMMARY
Separate identifying information and keep it safe,
preferably encrypted
Use REDCap instead of Qualtrics for surveys
collecting medical information
Your ethics approval will require you to inform your
participants how you will keep their personal
information safe
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TWO MORE THINGS...
Research Matters, June 26, 2018 | aidan.wilson@acu.edu.au

30 / 36
RESBAZ 2018
July 3-5, Macquarie University
resbaz.github.io/resbaz2018/sydney
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SERVICE PORTAL
eResearch Services now available through the IT
Service Portal
Research Matters, June 26, 2018 | aidan.wilson@acu.edu.au

32 / 36
ADDITIONAL READING
This presentation: 
NHMRC’s Standard Participant Information and
Consent Forms
ACU’s Guidelines for Applicants to the HREC
ANDS guide to Sensitive Data
Guide to encrypting files on Windows
Keka, a Mac utility for archiving and encrypting files
tiny.cc/ResMat
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IF TIME PERMITS...
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SECURELY COLLECT EMAIL ADDRESS
Example:
How to collect email address from participants for an
optional prize draw or follow-up?
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SECURELY COLLECT EMAIL ADDRESS
Solution:
Create a new survey with one field: Email
Include comment that response data will not be
linked
Use survey termination to redirect participants to
second survey
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